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A Fault Tolerant Control Architecture for Automated
Highway Systems
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Abstract—A hierarchical controller for dealing with faults Inter-vehicle
and adverse environmental conditions on an automated highway Communication
system (AHS) is proposed. The controller extends a previous =< > Fault Diagnosis Fault Handling
control hierarchy designed to work under normal conditions of
operation. The faults are classified according to the capabilities Discrete Fault Residuals Control Strategies

remaining on the vehicle or roadside after the fault has occurred. @~ —==""="-"=--"[~=-7==---==--==-=-----q-omooosooooooos
Information about these capabilities is used by supervisors in each Continuous
of the Iayers of the_ hierarchy to s_elect appropriate fault ha}ndllng Fault Detection] Feedback
strategies. We outline the strategies needed by the supervisors and Filters
give examples of their detailed operation. In a companion paper
details of communication protocols implementing some of these
strategies are presented.

Controllers

Control Inputs

Index Terms—Automated highways, fault tolerance, hierar- Sensors Actuators
chical systems, large-scale systems, safety.

. INTRODUCTION

NTELLIGENT vehicle highway systems (IVHS's) have Vehicle Dynamics
been an active research area within the intelligent trans-
portation systems (ITS) community for the past several yearsy. 1. Fault management system.
One of the main objectives of the research in this area has been
the development of an automated highway system (AHS) thidsigning sucHault tolerant control schemes is to make use
will significantly increase safety and highway capacity withoudf two modules (Fig. 1): &ault detection moduldo determine
building new roads, by adding automation to the vehicle anghether a certain fault has occurred aridwdt handling modulg
the roadside. Several approaches to this problem have begrere special controllers are implemented to minimize the im-
proposed, ranging from autonomous intelligent cruise contnghct of the fault on the system performance. Because the system
(AICC) [1] (where the driver is in control of vehicle steering)performance is likely to degrade anyway, we will use the term
to full automation supporting platooning [2]. An underlyingdegraded modes of operatiém describe operation under these
assumption in most of the designs reported in the literature hggecial controllers. The extended control scheme should guar-
been that the AHS operates unaermal conditionsRoughly antee graceful and gradual degradation in performance.
speaking, normal means benign environmental conditions andetection of failures in an AHS is a very challenging
faultless operation of all the hardware, both on the vehiclggoblem. Fault detection filters can be designed [7]-[9] to
and on the roadside. The only attempts to deal with degradeéntify faults in the on-board sensors and actuators. Due to
conditions ([3]-[6]) have mostly concentrated on specific faulthe distributed, multiagent character of the AHS problem,
rather than a general fault tolerant design framework. communication with neighboring vehicles may also be required
Our goal in this paper is to propose an AHS design that wilin addition to the fault detection filters) for complete diagnosis
perform well under most conditiorisA common practice when and isolation of faults [10], [11]. In this paper we assume
that the fault detection module has already been designed and

. . ) __propose a design for the fault handling module. It will become
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Second, we present innovative designs of new maneuvers i
control strategies for dealing specifically with fault handling o
an AHS.

This paper is arranged in five sections. In Section Il we giv
an outline of the design process. We discuss the procedure
followed to produce the fault tolerant design and highlight tF
implications that fault tolerance imposes on the hierarchic
structure. To fix the terminology we also describe briefly th
normal mode control hierarchy of [2], that forms the startin
point for our design. In Section 11l we present the first step ¢ LINK LAYER
the design process, a monitoring scheme to track the capabi
of the system in the presence of faults and discuss the fa
qlassification_ that Fhis monitoring scheme induces. In Se - sPEED, N
tion IV we briefly discuss the new controllers that need to k LANE ASSIGKMENTS, FLOW DATA
designed to deal with these fault classes. Finally, in Section l Vehicle
we highlight some of the issues raised by the design process

NETWORK LAYER

SUGGESTED ROUTE TRAVEL TIMES

T Roadside

COORDINATION
[I. OUTLINE OF PROPOSEDSOLUTION LAYER

A. Overview of Normal Mode Control Hierarchy

Our framework builds on the control hierarchy proposed i
[2] for normal operation of a fully automated highway Syster MANEUVER REQUESTS FLAGS & AGOREGATE
that supportplatooningof vehicles. The platooning concept
assumes that traffic on the highway is organized in groups
tightly spaced vehicles (platoons). The first vehicle of a platoc
is called theleader, while the remaining vehicles are callec
followers a platoon consisting of a single vehicle is calleica
agent Spacing among the followers is assumed to be tight (of tl
order of 1-5 m). Platoon leaders on the other hand are assur
to maintain a large spacing from the platoon ahead (of the orc el RAW SENSOR DATA
of 30-60 m). Recent theoretical, numerical, and experimen
studies have shown that an AHS that supports platooning is |
only technologically feasible but, if designed properly, may lee PHYSICAL
to an improvement of both the safety and the throughput of t LAYER
highway system, under normal operation [13]-[15].

Implementation of the platooning concept requires al
tomatic vehicle control, as human drivers are not fast and
reliable enough to produce the necessary inputs. To mang{j?ez'
the complexity of the design process a hierarchical controller

is proposed in [2]. The controller is organized in four layergn traffic flow. A number of designs have been proposed for
(Fig. 2). The top two layers, calledetworkand link, reside the link layer, that make use of traffic flow models [3], [16]
on the roadside and are primarily concerned with throughpiife concept of highway work [17], or the concept of highway
maximization, while the bottom two, callegbordinationand space-time [18] to model the traffic.

regulation reside on the vehiclésand are primarily concerned  The coordination layer coordinates the operation of neigh-
with safety. The network layer is responsible for the flow %oring platoons. It receives the link layer commands and
traffic on the entire highway system, for example, severghooses specific maneuvers that the platoons need to carry
highways around an urban area. Its task is to prevent congesiR For normal operation, these maneuvers jail to join

and maximize throughput by dynamically routing traffic. Theyo platoons into onesplit to break up one platoon into two,
link layer coordinates the operation of sections (links) of thgne changeentry andexit The design of [19] and [20] uses
highway (for example the highway segment between two exitghmmunication protocols, in the form of finite state machines,
Its primary concern is to maximize the throughput of the linkg organize these maneuvers in a systematic way. The regulation
With these criteria in mind, it calculates an optimum platoofyyer receives the coordination layer commands and translates
size and an optimum velocity and decides which lanes thgem to throttle, steering, and braking input for the vehicle
vehicles should follow. It also monitors incidents and divertgetyators. For this purpose it utilizes a number of continuous
traffic away from them, in an attempt to minimize their impacfme feedback control laws (see, for example, [20]-[25]) that

. ) ) ) use the readings provided by the sensors to calculate the
2Thephysical layeris not part of the controller. It contains the plant, i.e., the

vehicles and highway, with their sensors, actuators, and communication eq@ﬁ-tuator inputs required for a particular maneuver. In add't'f)n
ment. to the control laws needed for the maneuvers, the regulation

REGULATION
LAYER

Normal mode AHS control hierarchy.



LYGEROSet al: A FAULT TOLERANT CONTROL ARCHITECTURE FOR AUTOMATED HIGHWAY SYSTEMS 207

Sensor that the controller needs is the state of the physical process, typ-
Hierarchy ically collected through sensors. Because the control hierarchy
involves different modeling languages at each level, the state in-
formation needs to be processed and presented to the controller
t at the appropriate level of abstraction. It is convenient to think
of this processing as being carried out bgemsor hierarchy
! a separate hierarchical arrangement that operates alongside the

control hierarchy.
Control The constant capability assumption is no longer valid in the
I __Hierarchy presence of faults and extreme environmental conditions. Faults
i induce discrete qualitative changes in the system dynamics, that
Capability Sup. dictate discre_te transitions in the control scheme. Information
Monitor Feg. | about these discrete changes has to be processed and propagated
'

to the appropriate levels of the control hierarchy, that need to
take action in response to the faults. It is convenient to think of
this task as being carried out bycapability monitor a hierar-
chical arrangement that collects the fault detection information
and feeds it to the appropriate level of the hierarchy.

Extreme environmental conditions lead to gradual, quantita-
tive changes in the system dynamics. The effect of such changes
Sup. is continuous (as opposed to discrete) degradation in the system
performance. This can eventually lead to discrete changes in
the control scheme if, at some point, the degradation is severe
Performance enough so that the performance specifications can not be met.
Monitor Therefore, the information processing in the case of extreme en-
vironmental conditions is more closely coupled to the controller
Plant structure. None the less it may still be convenient to think of
! a special hierarchical structure, therformance monitgrthat
collects the environmental information and determines how it
} affects each level of the control hierarchy.

Finally, under normal operation, the strategy of the controller
is fixed. This strategy may involve switching among various
i controllers and control objectives; however, the switching pat-
terns are predetermined and the switching depends only on the
state of the physical process. Once the system capabilities start
Fig. 3. Fault tolerant controller hierarchy. changing, however, the strategy may also have to be modified:
control objectives may have to be dropped, certain controllers
| “ i may become inoperable or inefficient, etc. Switching between
ayer makes use of two “default” controllers, one feader : . o

) strategies takes place at a higher level than switching between
and one foifollower operation. . ) : )

Among all the proposed AHS concepts [26], platooning is thcontrollers for a fixed strategy. Itis convenient therefore to think

X ) i ... Of this metaswitching as being controlled by distinct levels of the
one with the highest degree of automation and centralization. : L .
ntrol hierarchy. Each one of the original hierarchy levels can

For this reason, it is also the one most prone to catastrophic fz%l?—

ures. Although the normal mode hierarchy and the control laws splitinto two layers. The top layer, which we call tper-

discussed here are mainly designed for a platoon-based ANSO" receves the system _capab|l|ty information and switches
t{gtween strategies accordingly. The lower layer,rdgilator,

some of them can easily be extended to other AHS concep ; . )
and even to partially automated systems. The main obstacleIsstf)eSpor'S'bIe forimplementing the chosen strategy.
extending our design to other concepts are that we ignore the

possible interaction between the human operator and the vehfeleProposed Design Process

and that some of the fault tolerant maneuvers assume the présryg a1t tolerant control hierarchy was developed in a series
ence of intervehicle communication. of steps, that involved:

1) identification of faults and causes of gradual performance
degradation;

The overall structure of the proposed fault tolerant hierarchal 2) development of a framework for modeling the capability
controller is shown in Fig. 3. Itis clearly more complicated than of the system and the effect of the factors identified in
the normal mode control hierarchy. The reason is that the con-  Step 1) on it;
troller for normal operation can assume that the capability of 3) classification of the factors in Step 1) according to their
the system is fixed. Under this assumption, the only information  effect on system capability;

? Sup.

E

B. Extended Hierarchy
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4) extension of the control hierarchy to deal with the fauFor simplicity, the actuator predicates are assumed to reflect

classes established in Step 3); the capability of the vehicle to accelerate, decelerate, and turn.
5) design of controllers for the extended hierarchy; Therefore they incorporate information about basic vehicle
6) verification (wherever possible) and simulation of the exXunctionality, like engine and tires being in proper working

tended hierarchy; order. Predicates for these basic functionalities can explicitly
7) identification of the shortcomings of the proposed desighe added at the cost of a small increase in the complexity of the

and redesign. monitor. Similarly a sensor predicate reflects the ability of a

Many iterations between Steps 4)-7) are needed before a ¥ghicle to sense its environment. A more complicated structure
isfactory design is obtained. Steps 2) and 3) are the main topid@f the sensor predicates can be constructed to reflect things
this paper. An exhaustive list of faults and other causes of péke physical sensor redundancy.
formance degradation [Step 1)], compiled by interviewing re- 2) Regulation Layer PredicatesThe regulation layer con-
searchers in the California PATH project, can be found in [27ins controllers for controlling thengitudinal(along the lane)

A framework for modeling the capability of the system in th@ndlateral (across the lane) vehicle motion. Each one of these
presence of faults [Step 2)] is presented in Section 1Il. The fag@ntrollers makes use of physical layer resources, primarily sen-
classification [Step 3)] induced by our framework is discussed §®rs and actuators. For a regulation layer controller to be func-
Section IlI-C. Based on the work carried out for the first thretional, all of these resources need to be available. Therefore, the
steps, in Section IV we discuss the requirements that the @vailability of a regulation layer controller can be modeled by a
tended controllers need to satisfy [Step 4)]. More details on tRéedicate whose value depends on the values of the predicates
design, as well as verification results [Steps 4)—6)] can be fouffd the physical layer.

in the companion paper [12] and in [5] and [28]-[30]. Consider, for example, the longitudinal controller proposed
in [24] for the leader of a platoon. This controller uses sensor

readings for the velocity and acceleration of the vehicle and for
. . the spacing and relative velocity with respect to the preceding
A. Capability Monitor vehicle to calculate inputs for the throttle and brake actuators.

The control scheme for normal operating conditions pr&Vithout getting into the details of the control law, we can see
sented in [2] relies on a number of sensors, actuators, ahdt the lead controller predicate can be viewed asldb of
communication devices, both on the vehicles and on tiiee predicates for the velocity, acceleration, spacing, and rela-
roadside. All this additional hardware, as well as the standdide velocity sensors and the brake and throttle actuators. The
mechanical and electronic components of the vehicles, aentroller proposed for the followers in a platoon in [31], on the
prone to failure. In this paper the faults are modeled as discret@er hand, makes use of additional information about the state
events and the capability monitor used to determine their impa&éthe leader of the platoon. Itis envisioned that this information
on the system is modeled by a hierarchy of predicates. Eawn be transmitted to all the followers using an infrared commu-
predicate monitors a single functional capability and returmécation link. Therefore, the predicate for the longitudinal fol-
a one (true) if the system possesses the capability in questiower law should also depend on the predicate for the infrared
and a zero (false) otherwigeThe predicates are arranged in &ommunication link.
hierarchy similar to that of the normal mode control hierarchy. If there aren,,, longitudinal laws and,, lateral laws, then
The values returned by the higher layer predicates depehe capability of the regulation layer can be thought of as a
on the values of the lower layer predicates. This schemevigctor of zeros and ones of dimensiog,,, + 1. The design
then used to systematically go through combinations of faulé the control laws implies a mapping from the vector coding
and design specialized control laws that utilize the remainiitige capabilities of the physical layer to the vector coding the ca-
capabilities, so that the impact of the faults on the systempabilities of the regulation layer
minimized.

1) Physical Layer PredicatesWe assign a predicate to each Fgr: Cp — Cg = {0, 1}tenstiar,
one of the sensor, actuator, and communication resources. Ini-
tially, all the physical layer predicates return one. A fault is modrig. 4 shows this mapping for the controllers of [20], [22], [24],
eled as a discrete event that turns the value of the correspond®®j, and [31].
predicate to zero. Assuming that the control scheme requires 3) Coordination Layer PredicatesFrom the point of view
actuatorsp, sensors, and, communication devices, the capaof the coordination layer, the regulation layer control laws rep-
bility of the physical layer can be though of as a veatprof resent resources that can be used to carry out maneuvers. Each

I1l. M ODELING THE SYSTEM CAPABILITY

zeros and ones of dimensian + n, + n. maneuver will need to make use of two control laws, one lon-
gitudinal and one lateral. For the coordination layer to be able
cp € Cp = {0, 1} H7etne, to invoke a maneuver, both control laws should be operational.

For example, for the coordination layer to command a platoon

3|f the fault detection module returns probabilities of failures instead of dié—eader to join, at least one (Of.pOSSIny many) Iongltudinal jom
crete fault events, the capability structure presented here can be modifiedaw and one lateral lane keeping law should be operational.

propagate the _probabilistic information through the hierarchy. _A probabilistic Let 7,0, denote the number of maneuvers that may be re-
capability monitor allows one to set thresholds on proper functioning of a par- dbv th di ion | Th h bili
ticular maneuver which may be easier than setting thresholds on the faultde@U-eSte y the coordination layer. en the system capabillity at

tion module for individual fault signatures. the regulation/coordination layer interface can be modeled by a
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actuator capabilities

brakes | 1
throttle | 1
steering | 1
sensor capabilities
. & leader law
velocity 1
. 1 > join law
acceleration
N 1 - split law
relative distance > & l
follower law
relative velocity 1
magnetometer | 1 | lane keep
| &
magnets 1 lane change
Catch up
communications capabilities = Platoon break up
- Stop sign law
infrared | 1 P9
™ & Accelerate to enter
radio 1 -

Fig. 4. Physical and regulation layer capabilities.

vector,cy, of zeros and ones of dimensiap,,,.. The design of mode strategies have been designed the coordination layer ca-

the interface induces a mapping pability can be expressed as a vector of zeros and ones. The di-
mension of this vector will be equal to the number of strategies.
Fr: Cp — Cr = {0, 1}"m. The design of the strategies induces a mapping from the values

of the capability predicates for the interface of the faulty vehicle,

For the maneuvers of [19] and [20], the controllers of [20], [22}he interface its neighbors, and the communication devises, to
[24], [25], [31], [32], and the interface of [33], the mdf is  the capability predicates for the coordination layer strategies.
shown in Fig. 5. To execute the protocols that organize the M@aps similar to the one shown in Fig. 5 can be constructed for
neuvers, the coordination layer needs to be able to Communicﬁf@emergency strategies introduced in Section IV-B.
with neighboring vehicles. Therefore, the capability of the co- |t should be noted that the coordination layer predicate struc-
ordination layer to operate in its normal mode can be expressgb jllustrates the explicit separation between supervisor and
as a predicate on the values of the capability vector for the igsgulator discussed in Section II. The interface predicates can
terface and the communication device predicates (Fig. 5).  pe thought of as the capability of the regulator part of the coor-

From the figures it should be clear that if a fault damages agyhation layer, while the strategy predicates can be though of as
of the vehicle’s basic functions (toggling a physical layer predipe capability of the supervisor part.
cate to zero) the normal mode of the coordination layer is likely 4) Link Layer Predicates:The link layer controller makes
to be rendered inoperable. For this purpose additional coorfise of information about the density and average velocity of
nation layer strategies that are capable of operating in theseifgffic to produce commands for the vehicles that locally max-
duced circumstances need to be designed. These new stratggig® throughput and equalize lane usage. The traffic informa-
may require additional maneuvers and regulation layer contg}n, js obtained by roadside sensors and the link layer control
laws that try to make the best of the remaining capabilities ghmmands are broadcast to the vehicles via radio. To improve
the vehicle. As we shall see in Section IV-B, some of these M@e resolution of the information and the commands, most pro-
neuvers will require close cooperation with the neighboring VBosed link layer designs [3], [18] partition the highway into sec-
hicles. Therefore, the applicability of the degraded mode cogfyns a few meters long (of the order of 500) and one lane wide.
dination strategies can be expressed as a predicate on the valiggnce and exit lanes are also treated as separate sections.
of the interface capability vector and the communication deviggnk |ayer controllers of adjacent sections exchange traffic and
predicates of the faulty vehicle, as well as the interface capasntrol information by a wire line communication network.
bility vectors of the neighboring vehiclesOnce all degraded A |ink layer controller for degraded conditions of operation

41t is assumed that knowledge about the capabilities of the neighbors will BE€S information about situations that limit the capability of
obtained once communication has been established. traffic in its sections. The example presented in Section IV-A
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Fig. 5. Regulation and coordination layer capabilities.

indicates four such situationsection blockedsection contains severity of the cause (e.g., the longitudinal wind measured in
no vehiclessection contains vehicles queued behind an incidemteters per second).
andsection contains emergency vehicl€hese properties can The second element is tiperformance parametetbat can
be modeled as a set of predicates for each section, that returnlo@esed to monitor the system performance. These performance
if the link possesses the property (e.g., is blocked) and zero oplarameters depend on the layer of the hierarchy and include, for
erwise. The value returned by these predicates depends onekemple, the maximum and minimum deceleration available to
capability vectors of all vehicles in the section. For exampléhe vehicle (for the physical layer) and the maximum tracking
if a section contains a stalled vehicle then the predisate error of the continuous controllers (for the regulation layer). We
tion blockedeturns one. In addition the values of the predicateseP to denote the set of performance parameters. ThE set
should also reflect infrastructure faults such as loss of roadsidigided according to the level of the hierarchy associated with
sensing capability, or loss of vehicle to roadside communicatieach parameter
capability.

P=PpUPrUP-UPrUPy

B. Performance Monitor wherePp are the parameters associated with the physical layer
and Pg the parameters associated with the regulation layer, etc.

The performance monitor involves three elements. The ﬁrst'@_?helefr_nelntslop arf gg?r:n asfsumed to be re_al valu%d_.h
thecauses of gradual performance degradatighich the con- be tlr?a ehten}en tlhs re]pek; ormf;\rr]lce refquwemen ey ‘
troller will have to guard against. They include adverse weathg#" Pe thought o as thresholds on the periormance parameters.
conditions (such as rain, fog or snow) and gradual hardware _
degradation (SUCh as brake Wear). We will dsto denote the SIn its S|m_p|est form an element of can be_ thought of as a p(edu:ate that

f f d dation causes. Each elementiof returns one if a cause is present and zero if it is not. Soft computing approaches,
set o p(;r Orrgance ?gra bl H u : ud . ]'c zgch as fuzzy logic, may be used to quantify more elusive causes, such as snow
assumed to be a real number whose magnitude signifies thég.
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More formally performance requirements are predicates on tRg is used for the normal mode, which requires the deceleration
space of performance parameters to be at least3 m/<. If some(; (for example rain) causes,iy,

to become greater than3, but less than-1, the control laws
r are augmented (for example the nominal spacing is increased),
Hr&gucing achange ifi. The requirement is also modified i¢f
to reflect the change. If some oth@&r (for example leak in brake
Jl_uid) causesa,;, to become greater thanl, the robustness
ule calls for a degraded mode, by toggling the predicate for
brake actuator to zero.

R;: P — {True Falsg i=1

, o,

wherer denotes the number of performance requirements t
we consider.

The design of the performance monitor involves finding r
lationships between causes of gradual performance degrada
and the performance parameters. It should be noted that the ;t) f-
formance parameters of higher layers will depend on thoseé)f
lower layers (e.g., the tracking errors depend on the acceleration
bounds). However, there can be no loops in these dependencieBecause the number of faults that need to be considered is
i.e., lower layer parameters do not depend on higher layer on@ge, we would like to be able to design controllers that deal

Therefore, the overall relationship can be flattened into a mapith entire classes of faults or combinations of faults. The ca-
pability and performance structures can be used to induce such

a classification. Faults in the same class lead to the same pred-
es in the capability structure returning zeros and therefore

Fault Classification

f1C—P

. . icat
that determines how the causes of performance degradation %%1
fect the performance parameters. This map will depend on 5 &
details of the control laws. Qualitatively the dependencies w

be handled by similar controllers. An additional advantage
hat if some faults have been overlooked by the current design
t ey can be easily introduced later on, by determining the class

be fixed (unless major changes are made in the hierarchy) €Y§Which they belong. We distinguish the following classes.

though the map will change quantitatively with any change in
the controller parameters. In this framework, the range of condi-
tionsC under which the performance of the system is acceptable
is given by

r

C=()f" (B '(True) cC.
=1

Many iterations may be needed to properly capture the system
requirements in terms of the above equationdoEnhancing
the robustness of the system involves enlargin@ur frame-
work can be used for off-line robustness enhancement, where
the controllers are tuned to accommodate a larger set of condi-
tionsC. The framework can also be used to increase the system
autonomy by on-line tuning of the controllers.

Even after the domaiéi has been maximized, there will still

1) Vehicle Stopped/Must Stophis class contains the most

severe faults, such as faulty steering or engine failure.
The vehicle can not continue moving on the AHS safely
and has either already come to a stop or should be com-
manded to do so and wait to be towed away. Because of
the severity of the situation, all the layers of the control
hierarchy up to the link layer undergo some degradation
in performance and assist in resolving the fault condi-
tion. Therefore predicates all the way up to the link layer
are affected. The class can be divided into subclasses, de-
pending on the action necessary to bring the faulty vehicle
to a stop (e.g., severe versus mild braking). Once the ve-
hicle has come to a stop, algorithms are used in the link
and coordination layer, to assist in removing the stalled
vehicle and to divert neighboring traffic.

be conditions i\ which are not covered. These conditions 2) Vehicle Needs Assistance to Esfite faults in this class

for which performance is unacceptably degraded will be treated
in a way similar to the treatment of loss of capability due to
faults. In this sense, the effects of gradual degradation and limits
of robustness can be modeled as an extra term on the predi-
cates of the capability monitor. A more detailed discussion of
this process can be found in [27], where a list of performance
parameters is introduced, the effect of the causes on the param-
eters is specified (in most cases qualitatively), and detailed ex-
amples of the robustness enhancement and degraded mode ini-

are slightly less severe, for example a stuck transmission
or inability to sense vehicles in adjacent lanes. The ve-
hicle may continue moving but must exit the AHS as
soon as possible.Moreover, it needs the assistance of
its neighbors to do so. Faults in this class will result in
the normal mode coordination layer predicate returning
a zero without any of the link layer predicates being af-
fected. Therefore, these faults can be handled locally, by
specialized coordination and regulation layer strategies.

tiation process are given. Here we illustrate the process by an3) Vehicle Needs no Assistance to EXithe faults in this

example.

Consider the longitudinal leader control law, a regulation
layer performance parameter, the tracking error between the
actual and the desired spacing« = {¢}) and a physical layer
performance parameter, the minimum acceleration that can be
applied by the vehicleKpr = {amn}). Pr depends orPp,
which in turn depends on a number of causes of performance

class are even less severe, for example a single fault in a
redundant array of sensors. Typically the vehicle is fully
functional but should leave the system to avoid further
problems (in case a second fault occurs for example).
Faults in this class result in regulation layer predicates
turning to zero, without any coordination layer predicates
being affected. They are handled by special controllers in

degradatlon’ such as the condition of the road and the tlre%Here we do not assume the existence of a breakdown lane. If such a lane

Consider two performance requirements exists, then it may suffice to take the faulty vehicles there and wait for emer-

gency assistance. The maneuvers and control laws developed here can be easily
adapted to accommodate a breakdown lane.

Rl = {amin < _3} Rll = {amin S [_37 _1)}
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the regulation layer and neither the neighboring vehicl@he safety critical task of stopping vehicles before they collide
nor the roadside need to be alerted. with the stopped vehicle is carried out by their regulation layer
4) Vehicle Does Not Need to Exithis class contains minor control laws. In Fig. 8, the predicatection contains no vehi-
faults (such as faulty headlights) that require no specidlesbecomes true for the section labeleglin the blocked lane
action but should nonetheless be recorded and the drivehiile the predicatesection contains queued vehiclescomes
should be notified in case he/she needs to alter their tratele for the section labeldd; in the same lane. Inresponse a gap
plans. Faults in this class result in physical layer predis created in an adjacent lane by commanding upstream traffic
cates returning zeros, without any higher layer predicatesdecelerate. The gap travels toward the stopped vehicles at the
being affected. speed of the adjacent lane. As the gap approaches (Fig. 9), the
5) Infrastructure FailuresThis class includes all faults thatqueued up vehicleBack Upin the empty space if-, speed
induce a reduction in the capability of the infrastructureyp to the adjacent lane speed and change lane into the gap. The
such as roadside sensor failures, roadside to vehicle cogap creation and vehicle removal will go on until either all the
munication failure, and roadside to roadside communicgueued vehicles are cleared (predicsgetion contains queued
tion failure. Faults in this class result in link layer predvehiclesfor sectionL; becoming false) or emergency vehicles
icates returning zeros, without any changes in the co@ppear (predicatgection contains emergency vehidiezomes
dination layer predicates. They typically lead to seveteue. Meanwhile, the emergency vehicles move toward the inci-
degradation in performance, but do not directly affect th#ent using the blocked lane (Fig. 10). As the lane is empty from
safety of the vehicles. Some of them can be handled by the onwards and the vehicles in this lanelip are moving out,
normal mode controllers of the link and network layerghe emergency vehicle can move faster than vehicles in adjacent
but some may need drastic changes in the operation of taaes. Alternatively, lane changes from the blocked lane to one
system. of the adjacent lanes can be stopped to let that lane carry the
6) Driver—Vehicle Interaction FailureThis class includes emergency vehicle. Eventually, the emergency vehicle reaches
problems that occur during entry and exit to the AHShe end of the queue and moves ahead of it (possibly using a
when the driver has to either relinquish or resume cogap created in the adjacent lane as above). In the recovery mode
trol of the vehicle’. These faults are resolved by simpl€Fig. 11) some restrictions on speed and lane changing activity
additional strategies that do not interfere with the rest afre imposed to avoid collisions due to large velocity differen-

the design (see [20] for details). tials across lanes. At this stage all the link layer predicates have
returned to their normal values.
IV. CONTROLLER DESIGN Note that the proposed strategy is such that the link layer does

. . n?t play a safety critical role; its actions aim only to ease the
We now present specific suggestions for controllers to dea . L
congestion caused by the incident.

with each one of the faulty conditions. Recall that the controllers 2) Link Layer SupervisorThe task of executing a fault han-

at each level of the control hierarchy consist of two layers, . . : .
. . ing strategy like the one discussed above is carried out by
supervisor that plans an appropriate strategy and a regulator {ha

L . . e link layer supervisor. The proposed strategy can easily be
executes individual maneuvers to track this strategy (Fig. 6)'formalized by a finite-state machine, with states reflecting the

A Link L stages of the strategy and transitions triggered by changes in the
. ayer ; . : :
) ) ) ) _ link layer capability predicates. Each stage corresponds to a dif-

For normal operation, the primary consideration of the linferent desired density and velocity profile for the traffic in the
layer is to maintain a smooth flow of traffic and ensure that ajh k. For example, Fig. 8 corresponds to a velocity profile with
vehicles make their exits. Under degraded conditions, howeVvgg,q velocities in lane 2, sectiofis and L., small velocities in
other considerations such as diverting traffic away from an ingines 1 and 3, section’s, and L3 and lane 2, sectiofs, and
dent and assisting emergency vehicles take precedence. To highye velocities in lanes 1 and 3, sectibn The corresponding
light this point consider the following example. density profile has high densities everywhere, except lane 3, sec-

‘1) Stalled Vehicle on a Multilane AHSSuppose a faulty ve- tion L, and lane 2, sectiofi; (where the density is low), and

hicle has stopped in the middle lane of a three lane highwayne 2. sectior., (where the density is zero).
The role of the link layer controller in this case will be to di- The description of the strategy need not necessarily be in
vert traffic away from the incident, assist vehicles queued ygrms of density and velocity profiles. Such profiles are better
behind the incident to change lanes and facilitate the accesggfied if traffic flow models, such as the ones in [3], [16], and
the emergency vehicles. The figures present a sequence of[86] are used. For other models [17], [18] description in terms
sired traffic patterns and the corresponding link layer commangg; desired distribution of vehicle activities may be more suit-
for one possible strategy. Changes in the desired traffic pattgjje_
are triggered by cha_mges in_the link layer capabil_ity predicates.g) Link Layer Regulator:The task of tracking the strategy

In Fig. 7 the predicatsection blockeaf the section labeled getermined by the supervisor is carried out by the link layer reg-
stopchanges to true. As a result, adjacent lanes are commanglgdor. The objective at this level is to translate the desired traffic
to slow down to facilitate the vehicles from the blocked lane Batterns to commands for the vehicles in each section. The com-
change out. Some vehicles will queue up behind the incidef{ands will in general take the form of velocity, lane change, join

We assume that once on the freeway, the driver may not interfere with tﬁ@d split r.ecommendat'onS; the preqse format will depend on
system operation, except for route/destination selection. the modeling language used by the link regulator. The regulator
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Fig. 6. Extended control architecture for degraded modes of operation.

should monitor the traffic in the link and use feedback to guavehicles (both longitudinal and lateral). Asymptotic tracking of
antee that the desired strategy is tracked. One possible regultiierdesired profiles is proved by Lyapunov analysis, assuming a
design is presented in [16]. The design accepts as inputs flew model for the traffic. The performance of the regulator has
locity and density profiles and issues velocity commands to theen validated using the SmartPath [34] simulation platform.
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Fig. 7. Stage 1, vehicle stopped.
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———————-
Slow, No Right Fast, No Right Fast, No Right Lane 1
Slow, Change Out Slow, Change out
{Contains No Vehicles) i Lane 2
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Lane 3
Remaining Queued Vehicles —J
Fig. 10. Stage 4, emergency vehicle access.
B. Coordination Layer both to the coordination supervisor and to the coordination reg-

The supervisor level of the coordination layer determines th¢#tOr to extend the design to faulted conditiéns.

sequence of maneuvers that a vehicle should carry out, whil
9 y gThe extended coordination layer could also contain a map of the highway

the regulator Igvel CP”ta'”_S prOtO(?OlS for coordlnathg individu@kiwork to be used in case the vehicle can not obtain the broadcast information
maneuvers with neighboring vehicles. New strategies are addeeh the link layer, due to an infrastructure failure.
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Fig. 11. Recovery.

1) Coordination Layer SupervisorFor faultsin the clasge-

hicle stopped/must stabree strategies are introduced to stop the

vehicle:Gentle StopCrash StopandAided StopFor faultsinthe

other classes, coordination layer strategies are designed to getthe
faulty vehicle out of the AHS as soon as possible. For this pur-

pose three more strategies are introdudedte Immediate Exit
andTake Immediate Exit—Escortat faults in the classehicle
needs assistance to exndTake Immediate Exit—Normdbr
faults in the classehicle needs no assistance to eRiiring the

after a longitudinal radar failure). In this case, the faulty
vehicle A leaves the system as part of a two vehicle platoon
with itself as the follower and an escorting vehicle B as a
leader. This requires up to twerced Splitmaneuvers (if
the faulty vehicle is already initially a follower) orfaont
Dockand possibly &orced Splitmaneuver (if the faulty
vehicle is initially a leader). Vehicle B escorts the faulty
vehicle out of the AHS by executing sequencecofier-
gency Lane Changeaaneuvers of the two vehicle platoon.

execution of the degraded mode strategies, the faulty vehiclemay Once out of the AHS, the escorting vehicle drops off the
request cooperation from neighboring vehicles. Thiscooperation  faulty vehicle and reenters the AHS at the next entrance.
can be encoded by means of communication protocols. A com-5) Take Immediate Exit—Normal (TIE-N§ similar to the
panion paper [12] describes the design and verification of these  TIE strategy except the faulty vehicle uses the normal lane
protocols in terms of interacting finite state machines. Here we  change and split protocols of [19] insteadErhergency
only give a brief overview of the design. Lane ChangendForced Split

1) Gentle Stop and Crash Stop Strategies (GS, @®)used ) Normal (N):is the normal mode strategy of [2], imple-
by a faulty vehicle that is ordered to stop and can do so mented by means of finite-state machinesin[19], and [20].
using its own brakesGentle Stops used with faults that ~ 2) Coordination Layer RegulatorThe strategies described
are not severe enough to require maximum dece|erati@hove consist of sequences of maneuvers, which include the
(for example, engine or communication failures). Theormal mode maneuvers of [19] and [20] as well as some new,
vehicle uses gentle braking to stop, to minimize th@mergency maneuvers. The emergency maneuvers needed to
disturbance to the following vehicles. FBrash Stopthe implement the above strategies are the following.
severity of the fault dictates that the faulty vehicle should a) Forced Split (FS)is used by a faulty vehicle to become a
apply maximum deceleration (for example, steering free agent. If the faulty vehicle is a follower it requests the
faults and complete longitudinal sensor failures). Both leader of the platoon to initiateForced Split The leader
the Gentle StomndCrash Stopstrategies do not require divides the platoon at the desired location.
assistance from neighboring vehicles, therefore they areb) Emergency Lane Change (ELG$: used by a free agent
trivially implemented at the coordination regulator level or a platoon. The faulty vehicle requests the leader of the
(the strategies are also the maneuvers). platoon in the adjacent lane to create and maintain a gap

2) Aided Stop Strategy (AS)s used by a vehicle with a so that the faulty vehicle can change lane into it.

“brakes off” failure. The faulty vehicle is aided by the c¢) Front Dock (FD):(Fig. 14) is initiated by a platoon leader
vehicle immediately ahead of it in the same platoon to A that needs to join with the vehicle in front but can not
come to a stop. If the faulty vehicle is a leader, it uses  safely execute doin maneuver. The leader of the pre-
the Front Dock maneuver to become a follower before ceding platoon C orders the last vehicle in its platoon B
executing thé\ided Stopmaneuver. to decelerate and close the gap between itself and the ini-

3) Take Immediate Exit (TIEYFig. 12) is used for vehicles tiator. In the end, the initiator becomes the first follower
that must exit the AHS and can still operate as free agents  of the new platoon.

(for example vehicles with infrared communication fail- d) Aided Stop (AS)The aided stop maneuver forms the last
ures). The faulty vehicle (A) executes up to tworced part of the aided stop strategy The faulty vehicle uses
Splitmaneuvers (assisted by vehiclesBand C)tobecomea its engine to decelerate while the assisting vehicle (the
free agent. It then executes a sequendaoérgency Lane vehicle immediately ahead of the faulty vehicle) applies
Changemaneuvers (assisted first by vehicle D and then gentle braking, lets the faulty vehicle collide with it and
by vehicle E) until it reaches the rightmost automated lane  then uses its brakes to bring the combined mass of both
from where it takes the next exit. vehicles to a stop.

4) Take Immediate Exit—Escorted (TIE-Hyig. 13)isused  e) Queue Buildup and Queue Management (QB, Qaf
by a faulty vehicle that has lost the capability to be a pla- used whenever a faulty vehicle is stopped. Vehicles in
toon leader but can still operate as a follower (forexample,  the same lane immediately behind the faulty vehicle will
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Fig. 12. Take immediate exit.

form a queue of stopped vehicles. Tdeeue buildupna-
neuver is used to keep track of the number of vehicles in
the queue and the identity of the last queued vehicle. For
the queue buildup to stop, there must be a large gap be-
hind the last vehicle of the queue. Once the queue buildup
has stopped, thgueue managementaneuver is used to
dissipate the queue in a last-in-first-out fashion. A pla-
toon of appropriate size breaks away from the end of the

proaches. To facilitate the process, the link layer can order
the creation of gaps in the adjacent lanes upstream of the
incident. It should be noted that the initiation of Qaeue
Managementnaneuver and its efficient operation rely on
cooperation from the link layer. Like all things depending
on the link layer, this maneuver is not safety critical and
can be abandoned if necessary.

queue and backs up. This platoon will stop its backwafe- Regulation Layer

motion when it creates sufficient spacing between the The normal mode regulation supervisor originally designed
front vehicle and the last vehicle of the remaining queug [33], is a finite-state machine whose transitions depend upon
The backup distance depends on the speed of the adif&e commands from the coordination layer, the readings of the
cent lanes and the constraints on acceleration and jegknsors and the state of the continuous controllers. The degraded
The platoon then accelerates to the speed of an adjacgiide regulation supervisor will be required to play a similar
lane and changes lane whenever an appropriate gap @fle. Most of the maneuvers described above can be carried out
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by tuning some of the regulation layer controllers designed fof the extended architecture and provided requirements for the
normal operation. For example, the maneuvers ELC and FS diak and regulation layer. Our framework has more recently been
use the normal mode regulation layer lane change and split cilted in with appropriate control laws for the link layer [30],
trollers, respectively [24], [32]. The new maneuvers front dod5], coordination layer [12] and regulation layer [28], [29].

and platoon lane change need separate regulation layer contré\ few remarks are in order concerning the design method-
laws to be designed [28], [29]. ology proposed here.

1) Design Optimality: Any AHS controller represents a
tradeoff between safety, throughput, passenger comfort,
and design complexity. Quantifying these issues and
We proposed a framework for an AHS design that is capable  determining the optimal tradeoff is an overwhelming

of operating in the presence of faults and other factors that in-  task. No claims of optimality are made for the design

duce performance degradation. Our framework is hierarchical presented here. The proposed controllers were derived
and builds on the control hierarchy of [2]. The design provides  from an intuitive understanding of what strategies are

a high degree of autonomy by extending the information struc-  likely to be safe in a given situation. Within this set of

ture to include data about the system capability and the con- strategies the one that allowed the vehicle move for as

trol structure to make a distinction between strategic planning long as possible was selected, in an attempt to maximize
and execution. We sketched a design for the coordination layer throughput. The design obtained in this way is rather

V. CONCLUDING REMARKS
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2)

3)

complicated. Much simpler designs are possible; for 4) The Role of SimulationBecause of the lack of formal

example, the controller could stop the faulty vehicle
whatever the fault and wait for an emergency vehicle to
tow it out of the AHS. Intuitively such a scheme would
lead to a more severe degradation in performance.
Pseudosensors and Actuatofsfeature of the design pro-
posed here is the use of the sensors and actuators of neigh-
boring vehicles together with the communication devices
as “pseudosensors” and “pseudoactuators” for the faulty
vehicle. For example, in th&ided Stogstrategy, a vehicle
that is incapable of braking uses communication and the
brakes of the vehicle ahead of it to come to a stop. Similar
arrangements (for example inthe TIE-E strategy) are made
for vehicles that have lost sensing capabilities. This kind
of interaction is an example of how communication can be
used to introduce cooperation between the vehicles. While
innormal mode neighboring vehicles can be viewed as ma-
licious opponents in designing safe vehicle following and
maneuver execution controllers [36], in degraded modes
their actions are “controlled” by the faulty vehicle through
communication. The priceto payis asubstantialincreasein

analysis and design tools, simulation is likely to play an
indispensable role for the evaluation of degraded mode
strategies. Even though simulation can not replace formal
proofs, it can still provide valuable information about the
system performance. More specifically, successful results
under extensive simulation indicate that the design is
likely to behave well, even though there may still be room
for situations where the system behaves poorly. On the
other hand, unsatisfactory performance on the simulation
testbed indicates design shortcomings and may suggest
improvements. Finally, Monte Carlo simulation of the
overall fault tolerant system can be used to obtain esti-
mates of the impact of the degraded mode controllers on
the highway throughput and hence validate any theoretical
models developed for this purpose. The AHS simulator
SmartPath [34] has been successfully used in the past to
carry out all these tasks for the normal mode [3], [37].
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